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(57) ABSTRACT

A device may include a secure processor and a secure
memory coupled to the secure processor. The secure
memory may be inaccessible to other device systems. The
secure processor may store some keys and/or entropy values
in the secure memory and other keys and/or entropy values
outside the secure memory. The keys and/or entropy values
stored outside the secure memory may be encrypted using
information stored inside the secure memory.

500

Receive key generation request
502

A

y

Check SEP memory for entropy
504

h

Generate entropy
506

A

Y

Generate key
508

A

y

Encrypt

510

entropy

A

Receive success message
512

A

Y

Update current entropy
514




